


ii

 
Metz, is a city in northeast France 

located at the confluence of the Moselle 
and the Seille rivers. Metz is the 
prefecture of the Moselle department and 
the seat of the parliament of the Grand 
Est region. Located near the tripoint 
along the junction of France, Germany, 
and Luxembourg, the city forms a central 
place of the European Greater Region and 
the SaarLorLux euroregion. 

The French national census of 2012 
estimated the population of Metz to be  

119,551, while the population of Metz urban agglomeration was about 389,851.  
Metz has a rich 3,000-year-history, having variously been a Celtic oppidum, an important 

Gallo-Roman city, the Merovingian capital of Austrasia, the birthplace of the Carolingian 
dynasty, a cradle of the Gregorian chant, and one of the oldest republics in Europe. 

The city possesses one of the largest Urban Conservation Areas in France, and more than 100 
of the city's buildings are classified on the Monument Historique list. Because of its historical 
and cultural background, Metz is designated as French Town of Art and History, and has been 
submitted on to France's UNESCO World Heritage Tentative List. 

Metz is the economic heart of the Lorraine region, specialising in information technology and 
automotive industries. Metz is home to the University of Lorraine, Georgia Tech Lorraine, and a 
centre for applied research and development in the materials sector, notably in metallurgy and 
metallography. 
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Message from the IDAACS 2019 Co-Chairmen 
 
It’s our pleasure to welcome all attendees the 2019 IEEE 10th International Conference on 

Intelligent Data Acquisition and Advanced Computing Systems: Technology and Applications 
(IDAACS), www.idaacs.net, which will be held in Metz, France, 18-21 September, 2019. 

The main goal of IDAACS’2019 is to provide a forum for high-quality reports on the state-of-
the-art Theory, Technology and Applications of Intelligent Data Acquisition and Advanced Computer 
Systems as used in different areas. A family of IDAACS Workshops has already been created since the 
IEEE 1st IDAACS Workshop was held in Foros, Crimea, Ukraine, July 1-4, 2001. After that the 
following IDAACS Conferences were held in Lviv, Ukraine, 2003, Sofia, Bulgaria, 2005, Dortmund, 
Germany, 2007, Rende (Cosenza), Italy, 2009, Prague, Czech Republic, 2011, Berlin, Germany, 2013, 
Warsaw, Poland, 2015, Bucharest, Romania, 2017. Moreover, IDAACS Symposia on Wireless Systems 
(SWS) were held in Offenburg, Germany in 2012, 2014, 2016 as well as in Lviv, Ukraine in 2018. 

The IDAACS 2019 Conference is organized by IEEE Ukraine Section I&M / CI Joint Societies 
Chapter and the Research Institute for Intelligent Computer Systems, Ternopil National Economic 
University (TNEU) and V.M. Glushkov Institute of Cybernetics, National Academy of Sciences, 
Ukraine in cooperation with the ENIM (Ecole Nationale d’Ingénieurs de Metz) and LCOMS 
(Laboratory of Conception, Optimisation and Modelling of Systems) of University of Lorraine, France. 

It is supported and sponsored by IEEE Ukraine Section, IEEE France Section, MDPI Sensors, 
Fondation ENIM, Metz Metropole, River Publishers, so we express our sincere gratitude to each of 
them. 

The International Program Committee of IDAACS’2019 is co-chaired by Francesca Guerriero, 
Italy and Carsten Wolff, Germany, many thanks to both of them.  In addition, we express our gratitude 
for all members of IPC. There were submitted the 314 papers by authors from the 42 countries. Many 
thanks to all the reviewers, their names are listed in the proceedings and their contribution to the quality 
and success of this Conference. After the reviewing process, the 213 papers were accepted for a 
publication in the Conference proceedings. All the presentations are organized into the 27 oral and the 3 
poster sessions. In addition, three prominent experts are invited to deliver keynotes during plenary 
sessions: Jürgen Sieck, University of Applied Sciences, Berlin, Germany; Kurosh Madani, Paris-Est 
Créteil Val-de-Marne University, France; and Fabio Scotti, University of Milan, Italy. We appreciate 
their contribution to the IDAACS 2019 Conference very much. 

Besides, the IDAACS 2019 remained its peculiarity providing seven special streams, and 
Workshops on Cyber Physical Systems and Internet of Things with 11 sessions.  

Metz is the economic heart of the Lorraine region, it’s home to the University of Lorraine. The 
university has over 60000 students, close to 6900 staff members, among which 3700 faculty and 
searchers, 43 teaching departments, 60 research centers, and several campuses in the entire region. 
Several important universities are mentioned such as the Pole Universitaire Europeen de Nancy Metz, 
Georgia Tech Lorraine, Ecole Nationale d'Ingénieurs de Metz (ENIM). The city economy relies on the 
sectors of commerce, tourism, information technology, and the metallurgical and automotive industries. 
The city is a center for applied research and development in the materials sector, notably in metallurgy 
and metallography. 

Lastly, we would like to thank all our friends and colleagues from the previous IDAACS’ 
conferences as well as new participants coming in Metz to discuss the latest achievements in the fields 
of Intelligent Data Acquisition and Advanced Computer Systems! 

Enjoy attending the IDAACS’19 conference and the charm city of Metz! 
 
Anatoliy Sachenko   Kondo H.  Adjallah 
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Abstract — The paper describes modification of the ATA 

(Attack Tree Analysis) technique for assessment of 
instrumentation and control systems (ICS) dependability 
(reliability, availability and cyber security) called AvTA 
(Availability Tree Analysis). The techniques FMEA, FMECA 
and IMECA applied to carry out preliminary semi-formal 
and criticality oriented analysis before AvTA based 
assessment are described. AvTA models combine reliability 
and cyber security subtrees considering probabilities of ICS 
recovery in case of hardware (physical) and software (design) 
failures and attacks on components casing failures. 
Successful recovery events (SREs) avoid corresponding 
failures in tree using OR gates if probabilities of SRE for 
assumed time are more than required. Case for dependability 
AvTA based assessment (model, availability function and  
technology of decision-making for choice of component and 
system parameters)  for smart building ICS (Building 
Automation Systems, BAS) is discussed.  

 
Keywords—availability tree analysis, instrumentation and 

control system, dependability assessment, building automation 
system 

I. INTRODUCTION. MOTIVATION AND OBJECTIVES 
Existed methods and techniques assess different 

attributes of dependable instrumentation and control 
systems (ICS) [1,2] and services such as software and 
hardware reliability, cyber security and availability [3,4].  

These methods are based on application of reliability 
and security block diagrams (xBD) [5,6], fault/failure, 
attack and event tree analysis (xTA) [7], SW and HW 
failure modes and effects criticality analysis (xMECA) [8] 
and Markov’s chain based techniques [3,5,9] and their 
combining [9-11]. Recovery and modification of software, 
caused by design faults, attacks on vulnerabilities and 
patcherization processes are reasons of increasing 
dependability complexity assessment [10].  

One of the most complex task of assessment is choice 
of technique(s) or combining of them considering features 
and requirements to ICS dependability. FTA and ATA 
(Fault and Attack Tree Analysis) are the convenient 
techniques to assess reliability and cyber security [12,13] 

of system.  
However, these techniques do not take into account 

recovery process parameters and maintenance strategies 
which are important issues for complex systems such as IoT 
based BAS (building automation systems) [13,14].  

Besides, next challenge is development of algorithms 
and technology of decision-making to choice software and 
hardware components and configurating of ICS, recovery 
strategies and parameters by optimal way taking into 
account reliability and dependability requirements and 
restrictions such as recovery time, patcherization resources 
and so on [3,6].  

Objectives of the paper are the following: 
- to suggest modified so called AvTA (Availability Tree 

Analysis) model and AvTA based dependability 
assessment technique; 

- to illustrate application of AvTA for BAS availability 
function evaluation; 

- to describe procedures of assessment and decision-
making of components and system parameters to meet 
dependability requirements to BAS. 

In comparing with previous works [5,8,9] this paper 
describes modification of tree analysis based technique 
taking into account a complete set of faults and failures, 
reliability, security and recoverability issues. 

The paper is structured as followed. Next section 2 
describes approach for availability tree analysis; section 3 
describes one case study for developed AvTA model of 
BAS. The results of the ICS AvTA modeling and 
availability (unavailability) function assessment are 
analyzed in section 4. Section 5 concludes and describes 
future steps. 

II. AVAILABILITY TREE ANALYSIS. AN APPROACH 
AND MODEL 

Failure Modes and Effects (Criticality) Analysis or 
FMECA [15] is a technique which is used to analyses 
preliminary risks of critical failures in point of view 
components, system and environment. If this technique 
consider issue of diagnostics (detection or undetection of 
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IEEE Ukraine Section I&M / CI Joint Societies Chapter
The Instrumentation & Measurement I Computational Intelligence Joint Societies Chapter of
IEEE Ukraine Section was established on June 7, 2005.

The Chapter currently consists of 24 members from Chernivtsi, Ivano-Frankivsk,
Kharkiv, Khmelnytskyy, Kyiv, Lviv, Odessa, Ternopil and Zaporizhzhya.

A Chapter is holding IEEE propaganda, and establishing the professional relations
between Ukrainian institutions and companies and worldwide partners within Chapter scope,
and organizing and running and supporting the IEEE technical meetings, seminars,
workshops and conferences. In particular a Chapter held the nine Technical Meetings in 2018.
The Capter is one of Co-organizers of the 10th IEEE International Conference on Intelligent
Data Acquisition and Advanced Computing Systems: Technology and Applications (IDAACS
2019).

Address: 3, Peremoga Squeare,Ternopil, 46020, Ukraine
Chapter's office: a_sachenko@ieee.org

Phone +380 (352) 47-5050 ext. 12-322
Fax +380 (352) 47-5053

h.ieee 8/ukraine/im ci/

+IEEE
France Section

IEEE France Section

IEEE France Section was established in 1967 and involves more than 4000

members living in France and Monaco. The France section community is

organized in 29 Chapters. The IEEE France Chapter sponsors each year

several prominent international conferences. It involves senior and young

professional from industry companies, faculty members and students, etc.

IEEE France Section supports IDAACS'2019 as a technical co-sponsor.

Website: tlltPs://www.ieeefrance.org



TERNOPIL
NATIONAL ECONOMIC

UNIVERSITY

Ternopil National Economic University was established in 1966. Todayis it is a
multidisciplinary educational complex consisting of seven Faculties and seven
institutes that train students in nine domains and 21 majors specialties, 67
Departments, and Education and Consulting Centers.

The total number of students studying at the University is about 14,000. The TNEU
academic staff includes about 863 employees, 88 of them are Doctors ofSciences, 637
are Doctors of Philosophy, Associate Professors.

Address: 11, Lvivska St.,Ternopil, 46020, Ukraine
Rector's office: rektor@tneu.edu.ua

tel.Jfax +380 (352) 47-5051
www.tneu.edu.ua

II UNIVERSITE
DE LORRAINE University of Lorraine

Universite de Lorraine (UL) is a public institution initiated by merging four universities of Lorraine in

France north-eastern recently named the Grand-Est region. Though the University was founded in

Lorraine in 1572, the fusion took place in 2012, to instigate a hub of scientific advancement, economic
growth, and knowledge transfer. It is a multisite university incorporating 54 facilities, each with their own

focus, located throughout the Lorraine region. UL enrolls 60,000 students, 6,900 staff members, 43

teaching departments and 60 research centers, which makes the UL one of the largest universities in the

country. UL is the first French university in Erasmus outgoing mobility (with about 870 outgoing and 385
incomings), and welcome close to 10,000 international students. Also, it is worth to specify the multilingual

aspect of many curriculums, with a network of privileged and strategic partnerships with a selected

number of universities throughout the world. UL positions itself as a multidisciplinary, technological and

entrepreneurial university, able to bring comprehensive answers to the economic and societal challenges
of the 21 stcentury, with undergraduate, graduate and postdoctoral programs.

UL is also called LUE (Lorraine Universite d'Excellence) offers 15 programs promoting scientific
excellence and international collaborations with a specific focus on cross-talk between fields and

competencies for individual career development. The Lorraine region has been shaped since the 19th

century by the mining and metallurgical industries, which fostered the development of education and
research in engineering and technology (60 research units, 3,509 publications, and 400 Ph.D. defense

each year). UL belongs to the University of the great region in Europe involving the Liege Universte, the

Universite du Luxemburg, the Universitat Trier, the Kaiserslautern Technische Universitat and the
Universitat, all located in the cross-border region of Belgium, France, Germany and Luxembourg (close to

7000 PhDs, over 10,000 faculty members and 135,000 students).
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ENIM (Ecole Nationale d'lngenieurs de Metz)

At the heart of a partnership of National Engineering schools (ENI) (a group comprised of ENI Brest, ENI
Metz, ENI St Etienne and ENI Tarbes) and the University of Lorraine's INP Collegium, the National Engineering
School of Metz is a public university which, since 1962, has been shaping qualified engineers in the fields of
mechanical, material and industrial engineering, with teaching based on a pragmatic and practical approach.

The school offers universal and career-orientated courses lasting either three or five years, and which are
accredited by the "Commission des Titres d'ingemieur" (CTI). Its offer a 5-years engineers undergraduate and
graduate programs in mechanical engineering, materials science (materials, polymers and processes), industrial
manufacturing systems, industrial engineering and production, which are important sectors of research in Lorraine.
As a higher-education public institution, ENIM trains more than 900 students each year for industrial systems
engineering.

The ENIM programs are tailored to the needs of businesses and to a constantly-changing world, by
maintaining strong links with the industrial world and with its international academic partners. The engineers
training relies on a strong link with industrial companies, in particular through graduation projects and teaching on
state-of-the-art equipment. The school is currently involved in a digital transformation project of its curriculum to
meet the requirements offuture industries.

Also, ENIM offers international exchange programs to its students, thanks to its many partnerships in
America, Europe, Asia and Africa, also including double degree programs. In addition, ENIM has developed a Sino­
French Institute of Engineers in Nanjing, China, in partnership with the Nanjing University of Science and
Technology (NJUST) since 2015.

LCOMS (Laboratory of Conception
Optimisation and Modelling of Systems)

The Laboratory of Design, Optimization and Modelling of Systems (LCOMS) is a new
restructuring research project based on three previous laboratories of the 9th Scientific Department DS9:
the Laboratory of Human Control and Comportemental Sciences (LASC, Ea3467), the Laboratory of
Interfaces, Sensors and Microelectronics (UCM, EA1776) and the Laboratory of Theretical and Applied
Computer Science (UTA, EA3097). This research unit is introduced in the context of the Lorraine
University (UL) construction and it aims to carry out new pluridisciplinary and original objectives and to
playa complementary and innovative role in this new university.

LCOMS is organized in two teams: « Informatics, Decision, Embedded Systems and Reliability»
(IDEES), « Cognitive Stimulation, Human-Systems Interaction and Human Machine Interface» (SCAIM).
These teams develop a pluridisciplinary research and work on original problems covering the fields of
combinatorial optimization, scheduling, transportation, machine human interfaces, assistance to
individuals and for communication, communicating systems design, intelligent sensors, data collection
and reliability.

The resources include about 80 individuals, 2 research teams, 45 researchers, about thirty Ph.D
students and post-doc, some administrative staff and, they profit from several services for supporting the
research activities. The laboratory has an excellent scientific production level by publishing about 150
articles in international journals during the last 5 years, and it has a strong participation to high-education
programs related to the scientific research and to the professional learning.

Several collaborations exist between the LCOMS teams and other French and foreign universities.
These collaborations are concretized by high-level publications, national and international projects and
the organization of prestigious international conferences (such as CIE45, ROADEF2017, IEEE/CoDIT14,
IEEE/CIE39... ). Moreover, we note the outstanding national and international visibility of LCOMS
throughout the regular participation to the evaluation organizations, the international program committees
and to the international journal editorial boards (such as Computers & Industrial Engineering - Elsevier,
RAIRO-Operations Research - Cambridge Journals, IRBM - Elsevier, EurJ Industrial Engineering... ). The
originality of the pluridisciplinary objectives, the scientific complementarity of the teams, the available
human resources and the great motivation are our assets to make a successful scientific project.
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MDPI Sensors

Sensors {ISSN 1424-8220; CODEN: SENSC9} is the leading international peer­
reviewed open access journal on the science and technology of sensors and biosensors.
Sensors is published semi-monthly online by MOPI.

Open Access free for readers, with article processing charges (APC) paid by authors or
their institutions.

High visibility: indexed by the Science Citation Index Expanded (Web of Science),
MEOLINE (PubMed), Ei Compendex, Inspec (lET) and Scopus.

CiteScore (2018 Scopus data): 3.72; ranked 9/123 in 'Physics and Astronomy:
Instrumentation' and 102/661 in 'Electrical and Electronic Engineering'.

Rapid publication: manuscripts are peer-reviewed and a first decision provided to authors
approximately 17.2 days after submission; acceptance to publication is undertaken in 3.6 days
(median values for papers published in this journal in the first halfof 2019).

Recognition of reviewers: reviewers who provide timely, thorough peer-review reports
receive vouchers entitling them to a discount on the APC of their next publication in any MOPI
journal, in appreciation ofthe work done.

Sections: published in 11 topical sections.
Impact Factor: 3.031 (2018); 5-Year Impact Factor: 3.302 (2018)
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Fondation ENIM

The ENIM Foundation supports the development of initial training, as well as
the fundamental and applied research within the Ecole Nationale des lngenieurs
de Metz (ENIM), to offer the greatest number of students, an excellent education
tailored to companies' requirements. Training future engineers requires to
constantly adapt to companies' expectations, which looks for innovation and
performance, and this is one of the main challenges of ENIM. To develop
teachings closer to industry companies and increase the school's attractiveness,
the ENIM Foundation was created in 2014, gathering patrons close to the school,
individuals and companies, at the alumni initiative.

The Fondation ENIM, therefore, has several missions: to provide access to
Enim's training programs to as many people as possible, to develop training
courses of high quality, notably by supporting talented teachers and external
speakers and to develop the educational infrastructures. In particular, it strives to
ensure training adapted to changing technologies and promotes partnerships with
industry to provide future graduates with learning by doing. In addition, the
foundation supports research initiatives, the school's international openness, as
well as any project of general interest lead by engineer students, by providing
grants and financial supports to projects.
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Metz Metropole is a French metropolis which includes forty-four
municipalities in the Moselle department in the Grand-Est region,
centered on the Metz city. It is an intercommunal institution which started
with the official metropolitan statute granted to the Metz city by law in
2017. This transition to metropolitan status officially took place on January
1, 2018, without prior passing through the urban community status, which
strengthens its positioning within the European Union and becomes one
of Europe's attractiveness and development hubs.

Metz Metropole has evolved and improved by leading five major recent
projects:

· the new district ofthe Amphitheater: living and exchanges area (the park la
Seille) in the city center, Pompidou-Metz center, convention center.

· the Mercy's health and innovation center, in the south-east ofthe city, beside
the district La-Grange-aux-Bois: the new Mercy hospital of Metz­
Thionville regional hospital, a maternity house, and an area for health
businesses and services.

· the Mettis public transport system involving two high-level service bus
lines that started service in October 2013;

· the development and renovation project for the Mont Saint-Quentin
district;

·construction of the new Robert-Schuman hospital gathering Metz
private hospitals with craft activities on the Lauvallieres district
including Nouilly and Vantoux, north-east of Metz.

Among Metz Metropole missions one should also notice the following: the
economic, social and cultural development and planning, the development ofthe
metropolitan area, the management oflocal housing policy, Metz city politics, the
management of services of collective interest, and the living environment
protection and enhancement.
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It is the mission of River Publishers to become a
leading market player in the publishing and distribution
of state-of-the-art, peer-reviewed, English language
academic and professional content in specific STM
fields; books written by academics and engineers for the
institutional and professional markets.

The goal of River Publishers is to:
./. Acquire, publish, market and sell academic and

professional books ofthe highest quality content.
Products include research monographs,
professional books, edited volumes, hand

books, proceedings, PhD dissertations;
./ Publish books written by established and up and coming international academics and profes

sionals;
./ Provide service to advisors, in the form of competitive remuneration and the opportunity to

develop their personal series;
./ Provide service to authors, in the form oftype setting and copy editing, competitive remunera tion

and international commercial services;
./. Make our content available at competitive prices to the institutional and professional markets;
./ Make our content available in both print and electronic format, in so doing meeting with the needs

and desires of the modern-day engineer, researcher and librarian;
./ Support academia in the developing world, libraries and institutions that currently may not be

able to afford the content typically published and offered in the STM community. We realize this
by way of offering Euro 5,000 of books each year to the World Bank and European Union
academic development programs;
Be proactive in supporting a healthy and sustainable environment, this by printing all our content

http://riverpublishers.com
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t:?Open Special Issue on Green Mobile Computing and loT Systems.

Assessment, Modeling, Assurance;
t:?Open Special Issue on Cyber Security and Safety of Embedded Systems and

Clouds. Assessment, Modeling, Assurance;
t:?Open Special Issue on Advanced Wireless Systems;
t:?Open Special Issue on Contemporary Intelligent Systems and Applications;
t:?Open Special Issue on Security and Post-Quantum Cryptography.



Research Institute for Intelligent
Computer Systems

The Research Institute for Intelligent Computer Systems (ICS) - www.ics.tneu.edu.uais under
joint supervision ofTernopil National Economic University and the Glushkov Institute of Cybernetics,
NationalAcademy ofScience.

The ICS counts the 14 Research Groups, in particular Intelligent Distributed Systems, Intelligent
Sensor Data Acquisition, Intelligent Robotic Systems, Neural Networks and Parallel Computing,
Knowledge Bases and Ontologies, Information Technology and Specialized Computer Systems,
Image Processing and Pattern Recognition, Cybernetics of Complex Systems, Wireless Systems
and Networks, Project and Program Management based on IT and Knowledge, Information Security,
Intelligent Cyber Security and Defense, Metrology of Information Measuring Systems, Simulation
and Algoritmization of Complex Technological Processes. During its history, the staff of the ICS has
received more than 150 invention certificates of the former USSR and 66 Ukrainian patents. There
were published more than 1100 papers and 163 of them in 2018. There were defended 44 DSc and
PhD theses, in particular the four in 2018.

The high level of research and development of ICS has been confirmed since 1997 by awarding
20 international grants and projects within the INTAS, CRDF, NSF, NATO, STCU, and FP7 of the
European Union, in particular the two in 2018. In these projects, the ICS collaborated with a huge
number of world-known universities as well as governmental institutions and private companies. In
addition, we are running a huge Erasmus+ project AllOT entitled Internet of Things: Emerging
Curriculum for Industry and Human Applications, which started in 2016 and DAAD project "Eastern
Partnerships"which was run in 2017.

The ICS along with a Dept for Information Computer Systems and Control has established inApril
2018 the Ukrainian-German Educational and Research Center, thanking to Prof. Juergen Sieck,
HTWBerlin.

The ICS holds the IEEE International Conferences on Intelligent Data Acquisition and Advanced
Computing Systems (IDAACS), www.idaacs.net every two years since 2001. In particular, the last
one took place in Bucharest, Romania, 21-23 September, 2017. Proceedings of the conferences are
indexed in Web of Science, EI Compendex and Scopus. Now we are preparing the 10th IEEE
International Conference on Intelligent Data Acquisition and Advanced Computing Systems, which
will be held in September 18-21,2019, University of Lorraine, Metz, France.

The ICS has been taking part in organization of International Symposia on Wireless Systems
within the IDAACS Conference since 2012. The 5th IEEE International Symposium on Wireless
Systems within the IDAACS Conference (IDAACS-SWS'2020) will be held in September, 2020 in
Dortmund, Germany.

The staff of the ICS has a good ralationships with the IEEE Student Branch at TNEU and the
Instrumentation and Measurement I Computational Intelligence Joint Societies Chapter of IEEE
Ukraine Section. A Chapter held eight meetings in 2018.

IEEE.
UKRAINE SECTION

IEEE Ukraine Section was founded in 1991 and counts more than 400 members, consist
of 13 technical chapters, 6 student branches (and Young professionals) and WIE Affinity
Group. The IEEE Ukraine Section community sponsors many international conferences
each year and works actively to improve a cooperation between professionals.

Website: http://ieee.org.ua/
E-mail: section@ieee.org.ua
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