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AHAJII3 CTPYKTYPU CUCTEMMU 3AXUCTY IH®OPMAIII

B craTTi BUKOHaHUIT aHaNI3 TPIOPUTETHUX €IEMEHTIB apXiTEeKTYpU CHCTEMH 3aXUCTy iH(popMalii 3 mo3uii eekTuBHOCTI 11
poGotu. Cucrema BKIo4ae B cebe MOy IS peecTpallii, 00Ky Ta 0OMEKEHHSI JOCTYIY 3 YpaxyBaHHSAM 3aTBEPIKCHUX
HOpPM Ta TpaBu, mmdpyBaHHs iHpOpMarii, 10 mepeaaeTbest abo 30epiraeTbesi, pe3epByBaHHs iHPOpMaLiiHUX pecypciB Ta
3abe3nedyeHHs niticHocTi. [IpoananizoBaHo OCHOBHI KOMIIOHEHTH 3a0e3neueHHs iHpopMariitHoi Oe3nexu, sKi 3A1HCHIOI0Th
KOHTPOJb e(peKTHBHOCTI NMPOBEICHUX 3aXO0/IB Ta 3aXOJiB, 10 BXXMBAIOTHCS M0N0 3aXUCTy iH(OpMaIlii 3 BUKOPHUCTaHHIM
TEXHIYHHX 3ac00iB. Yci Il MOy JOLIIEHO BUKOPHCTOBYBATH SIK 000B'I3KOBI KOMIIOHEHTH CHCTEMH 3aXUCTy iH(opMaIlii,
X0ua IepeBaXkHa OLTBIIICTE 3arpo3 I iHGopMaIiifHOT cHcTeMH MOXke OyTH peanizoBaHa JIMIIE ML 9ac poOoTH o6UucIio-
BabHOI cucteMu. Cructema iHGOPMAITiITHOT O€3MEKH € CTPYKTYPHOK OJMHUIICIO iH(OPMAIIHOT CHCTEMH; 1€ CTPYKTYPHA,
(yHKIIOHAIFHA Ta OpraHi3alliiiHa CKIaZo0Ba, IO BiITBOPIOE apXITEKTYpy 3aXHIIEHOI CUCTeMH. be3nepepBHICTE KOHTPOIIIO
HeoOXiHa ATt MOCTIHHOTO 3aXUCTY BCIX €JIEeMEHTIB cucTeMH. BoHa moBHHHA OyTH HAAIHHOIO 1 IPAIfOBATH SIK B aKTHBHO-
My, TaK 1 B IaCHBHOMY CTaHi iHpopmariitHoi cucremu. [ligBumenns Oe3nexu Oyap-aKoro 00'ekTa Moxe OyTH TOCATHYTO 32
JOTIOMOTO0 0araTopiBHEBOI i 0araTOKOMIOHEHTHOI KOHCTPYKIII CHCTEMH 3aXHCTy. Y LBOMY BHIAAKY peamizamis Oyab-
SIKOT 3arpO3U 3MOJKE BIUIMBATH Ha 00'€KT, III0 OXOPOHSETHCS, JIMIIE SKIIO BCI BCTAHOBIIEHI PiBHI 3aXHCTy OyIyTh IIOI0JIaHi,
3 ypaxyBaHHSIM BChOTO KOMIUIEKCY BHMOT 3aXUCTy Ta (aKkTOpiB, IO BIUIMBAIOTH HA 3aXHCT.

Kaw4uoBi caoBa: inpopmariitna Oesneka, cucreMa 3axucty iH(opmarii, iHpOpMaIiifHi 3arpo3n, HECAHKIIOHOBAaHUH

JOCTYI, ONITHMI3allisl apXiTEeKTYpH, KOHTPOJIb AOCTYITY.

Bctyn

IMocTanoBKka mpodiaemMu. BukopuctanHsS HOBITHIX
iHpOpMaLiHHIX TEXHOJOTiH, aBTOMAaTH30BaHUX CHCTEM
VOpaBIiHHA Ta iHGOPMANiHHO-aHATITHIHUX CHCTEM
TOOTO THX CHCTEM, SIKi MalOTh Oe3Iocepe/iHii BIUTHB Ha
000poHY KpaiHu, Oe3neKy >KUTTEMISUIBHOCTI JIIOMHH,
€KOHOMIKY, TPaHCIOPTHY JIOTICTHKY, HayKy TOILO, Bi-
J00paXkaloTh piBEHb PO3BUTKY iH(OpPMaliHHOTO cycIti-
JIBCTBA B3arajii i B Ykpaini 30kpema. Pobota 3 indop-
Malliero, a came 1 30ip, Qikcaris, nepeTBOPeHHs, 34H-
TYBaHHA, epenava, 30epiraHHs Ta 3HHIICHHS — IE Ti
MIPOLIECH, SKI BHKOPHCTOBYIOUHM KOHIJIOMEpaT amapart-
HUX 1 TporpaMHHX 3aco0iB Ta iHpOpMamiiHO-
TEIEKOMYHIKAIlIHHIX MepexX, MoTpedye BUCOKOTO PiBHA
iHpOpManiitHOi Oe3mekn

Meta cTarTi — BiJOOpa3UTH MOXXINBY CTPYKTYpY
cucteMu iH(pOpMaIliifHOT Oe3rnekn abo CHCTEM 3aXHCTY
inpopmanii (C3I), sxa 3maTHa 3amobiraTh HaHECEHHIO
IIKOJM Yepe3 HeMOBHOTY iHdopmariii, ii HecaHKI[iOHO-
BaHE MOIIUPEHHS, BUKOPHUCTAHHS, IOPYIIECHHS I[LTiCHO-
CTi, KOH(IAEHIIITHOCTI Ta JOCTYMHOCTI iH(pOopMaItii.

AHaJi3 ocTaHHIX 0CHiIKeHb i my6aikamiii. [Tpo-
Onemu iH(pOpMAaiHOT OE3MEKH KOMII FOTEPHUX CHUCTEM
BXE€ JOCHTh JIJaBHO CTaJIM IIPEIMETOM OCOOJIMBOI yBaru
HE TUIBKM BY3bKOTO KOJa CIICIIaNiCTiB, ajie W BEJMKOL
KIJIBKOCTI pO3POOHUKIB 1 KOPUCTYBaUiB CydacHHUX iH)O-
pMaliffHNX TEXHOJIOTiH, aBTOMAaTH30BaHUX CHCTEM
YOpaBIiHHA Ta iHGOPMAIiHO-aHATITHYHUX CHCTEM.
Po3BuTOK iHGOpPMALIHHIX TEXHOJOTIH B cdepi imKeHe-
PHEX 1 TPAaHCIIOPTHHX Mepex MoTpedye iHTerpamii piz-
HOMaHITHHX CIELiaTi30BaHUX IIPOTPAMHHUX 1 amapaTHUX
KOMITOHEHTIB 1 TOMY KOMIUJICKCHE BUPIIICHHS 3aBlIaHb
3aXUCTy JAaHUX TUKTYETHCS HE TIIBKU JOUITBHICTIO 3a-
no0OiraHHsT MakCUMaJlbHOMY CIIEKTPY 3arpo3 iHgopma-
uiitHii Oesneni. bes peanizamii KOMIIEKCHOTO MiJIXOLy
JI0 BUpIIICHHS 3aBAaHHS 3axHCTy iH(opmanii HEMOX-

JMBO e(EKTUBHO BHPILIMTH >XOJHOI JIOKAJIBHOTO 3a-
BIAaHHA 3axucTy. il mpoOnemi mpUCBAYEHI poOOTH
¢axiBuiB y coepi iHpopmauiliHoi Oeznekn Xopolika
B.O., Kopmuu B.A., lopomes B.B., Yekatko A.O.,
CrenanoB €.0., Kopuees 1.K., Pubanscekuii O.B., To-
0.

Crnparourick Ha (yHIaMEHTalbHI MOHATTS, IO-
JIO>)KEHHS 1 BUCHOBKH JIOCIIIJIKEHb MOXKHa CTBEPKYBa-
TH, mo [HpopmariiiHa Oe3neka € CKIaTHIM, CHCTEMHIM
i OaraTopiBHeBHM (DaKTOpOM, Ha CTaH 1 MEPCHEKTHBH
PO3BHUTKY SKOTO MalOTh O€3MOCEepeNHid BIUIMB 3aXHCT
iHpOpMaLiHHOTO TPOCTOPY; 3axXUCT iHpopMamii 3 00-
MEKEHUM JOCTYIIOM; 3aXHCT iHQOpMAIIHHIX pecypciB
[1-5]. ITpu upomy miz Ge3mekoro iHGopMarlii po3ymiroTh
TaKuii cTaH iHpopMauii, aKy 30epirarorb, 0OpOOIISIOTH i
HepearTh, NPU SKOMY HEMOXKJIMBE BHIIAJIKOBE HABMHU-
CHE PO3KPHUTTS, 3MiHa a60 3HUIICHHS MaHux [4].

Pesyneratn mociimkeHs B 00nacTi iHpopMamiiHol
Oe3rekn mokaszanu, mo Oe3neka iHopMarii KOMITtoTe-
PHHUX CHCTEM 3a0e3NedyeThCsl Ta MiATPUMYETHCS KOM-
IUIEKCOM  anapaTHO-NIPOTrPaMHUX 3aco0iB 1 ITOBHHHA
OyTu 3axuileHa BiJ OyIb-KWX aTak, ajle B TOHW ke ca-
MU 4Yac iCHye HasBHICTh Pi3HHX NOMHWIOK, Bifl SKHUX
CTpaXIAOTh 1 cami 3acobm 3axucty. /laHa obOcraBuHa
Ja€ HeOoOXiTHICTDh ypaxyBaHHS 0ararb0X YMHHHUKIB, Ce-
pen AKX MOBUHHI OyTH HABMHCHE TIOPYIIEHHS IJIICHO-
CTi, MOXKJIMBICTD BTpaTH ab0 YaCTKOBOTO CIIOTBOPECHHS
ciry>k00B01 iH(opMarii, sika MOXKe TPAMTUTHCS B PE3yiIb-
TaTi BiMOB amapaTHUX abo MPOrpaMHUX 3acO00iB CHC-
TeMH 3aXUCTy iHpopmauii [6].

3axuct iHdopMmalii, sika 00pobisieTbes B iHGDOP-
MariitHo-TenekomyHikaniiiaux cuctemax (ITC), mons-
ra€ B CTBOPCHHI 1 MIATPUMII B aKTUBHOMY Ta Ji€3/1aT-
HOMY CTaHi 3aXO[IB - SK TEXHIYHUX (IH)KEHEPHHUX, MPO-
rpamMHO-alapaTHUX), TaK 1 HETeXHIYHUX (IIPaBOBHX,
OprafizaiiiHux), IO MO3BOJIIIOTH 3amodirTu  abo
YCKJIQHUTH MOJKIIUBICTh peaizarii 3arpo3, a TaKokK
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3HU3UTH MMOTEHIIAHI 30UTKH. [HIIMMHU CIIOBaMHM, 3aXHCT
iHpopMalii cipsMOBaHO Ha 3a0e3nedeHHsT Oe3MeKH iH-
(dhopmarii, mo 36epiraerscs B IC adbo obeptaerses B ITC
B IIJIOMY, TOOTO Takoro CTaHy, ske 3ade3medye 30epe-
JKCHHS 3a/1laHuX BractuBocTer iHdopmarii 1 ITC, ska ii
00pobuLse.

OcHoBHa YyacTuHa

[ponec indopmMaTH3amii cydacHOTO CBITY Ha ChO-
TOIHIITHIA JAeHp BU3HA4Ya€ piBeHb iH(OpMaIiifHoi Oe3-
MEeKH CHHUPAIOYHCh Ha HEOOXIAHICTh PI3HOIIAHOBOTO
3axHCTy iHPOpMAIii, He3aJIekKHO BiJl MICI 3HAXOKCH-
HA 11 HOCIB.

[lIupoke BUKOPUCTAHHS CIIELiali30BaHMX i Ti100a-
npHUX 1H(opMauiitnux cucteM (IC) B opranax ympas-
JIHHS, CTPYKTypax OXOPOHH 3/I0POB'sl, HA TPAHCIIOPTi Ta
y cepi 1epKaBOTBOPEHHS IAaIOTh MOXKIHMBICTh HAKOIIH-
YyBaTH 1 IepefaBaTH BENIWYE3HI 00CATH IiHHOI iH(OP-
Martii [5-8]. Ane, B Toii e Yac, came MIMPOKE BUKOPHC-
tauHA [C poOuTh i CHCTEMH BPa3IMBUMM I HEKOHT-
POIBOBAHOTO JOCTYIy OO iH(OpMAIii, 0 3aXHUIIAE€Th-
cs1, 3pOCTAalOTh PU3MKH 1 HEOE3MEKH HECAHKIIOHOBaHUX
BIUIMBIB Ha 1H(OPMALIiIO B IUX CUCTEMAX.

o dakropis ypasnusocteld IC Hanexxuth BigHOC-
HO BeJIMKa BeJIMYHMHA HeOe3NeKH BHYTPIIIHIX iHpopMa-
LifHUX 3arpo3, MIMPOKE BUKOPUCTAHHS KPUMIHAJIbHUMH
CTPYKTYpaMH IPHUCTPOIB TAEMHOTO OTpHMaHHs iH(pOp-
Marlii, 3poCTaHHs YHCIIa 3JI0YMHIB ¥ cdepi KoMI'roTep-
Hoi iH(popMarIii.

OnmHMM 3 OCHOBHHMX KOMIIOHEHTIB 3a0e3IedeHHs
iHpopMamiiiHOi Oe3leKn € KOHTPONb e(PEKTHBHOCTI
MIPOBEJICHUX 3aX0JIiB Ta 3aXO0/iB, [0 BXKHUBAIOTHCS 11010
3axucTy iHpOpMAIlii 3 BUKOPUCTAaHHIM TEXHIYHUX 3aCO-
01B, OCKIJIBKH CHOTOJIHI HEMOKIIUBO CBOE€YACHO MPOTHO-
3yBaTd 1 BUSIBJISITH 3arpo3u, JOCTOBIPHO OIL[HIOBATH
HeOe3MeKy 1 BXKMBAaTH aJeKBaTHUX 3aXOMdiB IOJO iX
YCYHEHHSI.

Ipu peanizauii edexTHBHOrO 3aXUCTy KOH(QiIEH-
MIAHUX JaHUX 3aco0M 3axucTy iHpOpMaIlii BiJ HECAHK-
IIOHOBAHOTO JIOCTYIly Ta 3acO0M 3aXWCTy NaHWUX IO-
BUHHI PO3IIISIATHCS K 3aCO0M, IO B3a€MOJIONOBHIO-
I0Th OJTHE OJTHOMY.

Cucrema 3axucry indopmanii (C3) BH3HauaeThCA
SIK CYKYITHICTB BCiX 3ac00iB, METOMIB 1 3aX0/iB, SKi HO-
TEHI[ITHO MOXYyTh OyTH BHKOPHCTaHI Ui BHUPIIICHHS
MEBHUX 3aBJIaHb i3 3aXHUCTy OO €KTIB, IO BXOIATH JO
cximany IC [5].

C3I moBWHHA BIiATIOBiAAaTH PALY BUMOT, HaiBax-
JIUBIMI 3 SKUX MpejacTaBieHo Ha puc. 1. Kpim Toro, on-
HI€IO 3 BUMOT JI0 CKJIany i (QyHKI[IOHAIEHUM MOJKIHBO-
CTSIM CHCTEM 3axHcTy iH(popMalii € BUMOra aJanroBa-
HOCTI: CIIPOMO’KHOCTI IPUCTOCYBaHHS J0 3MiHI CTPYK-
Typu ab0 ymoB (yHKIiOHYBaHHS 00’ €ekTiB IC.

Cama mo cobi cucrema 3axucry iHpopmamii Mae
JyaJliCTH4HY BIACTHUBICTB: 3 omHoro Ooky C3I € He-
BiJl’€MHOIO CKJIaJIOBOIO CHCTEMHU 0OpoOKH iH(opMmarii i
Mae 3JIIHCHIOBATH 3aXHUCT BCi€l CyKyMHOCTI 00’€KTIB, 10
BxoATh 110 ckiany IC, a 3 inmoro — C3I moBuHHA OyTH
ABTOHOMHOIO, HE3AJIEIKHOIO BiJ{ IHIINX ITiICHCTEM.

CyKynHOCTI 3aBJaHb i3 3aXHCTy iH(popmauii Ta
MPOMO3HLIT MO0 TX BUPILIEHHS

3abe3nedeHHs] BCiX BUMOT 3aXHCTY

MiHiMaTbHI IEPEITKOIH IS KOPUCTYBAYa

3pY4HICTD AJIsl IEPCOHANY, 0 00CIYroBy€e CH-
CTEMY 3aXUCTy

MiHimi3allisi BUTPAT Ha CHCTEMY 3aXHCTY

MakcumasbpHe BUKOPUCTaHHS CepifHMX 3ac00iB

Bumoru no C31

KomIuiekcHe BUKOPHCTAaHHsI 3aC00iB

Onrtumizalist apXiTeKTypH

CTpyKTypOBaHICTh BCiX KOMIIOHCHTIB

[Tpocrora excrryarariii

Puc. 1. €anHa xoHUIENnis 3axucty iHdopmarii

C3I moBMHHA KOHTPOJIOBATH BCi MPOIEIYPH aB-
TOMAaTH30BaHOI 00pOOKM iH(OpMAIii, MO IHUPKYIIOE B
IC, i pe3ynbrat KOHTPOJIIO (OCHOBHOTO 1 MPOMIXKHHX)
MIOBUHHI PEECTPYBATHUCS B CIELIAIbHUX PEECTPAIiitHIX
KypHaJax 3 piKCOBaHUM IIEPiOFAOM Yacy IEePEBipKH.

Ockinbku C3I € crpykrypHOtO ommauIew IC, To-
My BOHA SIBJISIE COOOK0 CTPYKTYPHY, (PYHKIIIOHATBHY Ta
opraHizauiiiHy noOymoBy, siKa BIATBOPIOE apXiTEKTypy
CHCTEMH, 1110 BUMAarae 3axucry.

OnuH 3 BapiaHTIB MOXXJIMBOI apXiTEKTypH Npel-
CTaBJICHO Ha puC. 2.
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Puc. 2. ApxiTekTypHa mo0Oy0Ba CHCTEMH 3aXH-
cry indopmarii

lonoBHMIA MOAYNE CHCTEMH 3aXUCTY iH(popMaIii
MpU3HAYCHUH AN 00'€JHAHHS BCiX MOJIYJIB, IO BXO-
11 110 ckiany C3I B eanHy winicHy cucremy, ISl op-
BKJIIOYATH OpraHi3amiiHi (rpyna coiBpoOIiTHHUKIB CIeli-
aNbHO BUUIEHUX ISl 3a0€3TMeUeHHs 3aXUCTy iHpopMa-
il 3rifHO0 po3poOIeHUX MpaBHI Ta HOPMATHBHOI 0asy,
SKi PerJaMeHTYIOTh BUKOHAHHS ITMX (QYHKINH CIIy)0010
3axucTy iHpOopMaIii) Ta TEXHIYHI CKIaJ0Bi (CyKYITHICT
TexHIYHKX 3ac00iB C3I, BigoOpakeHHS iX cTaHy, KOHT-
pOJIO NOCTYIly 1O HHX, YIpPaBJiHHSA IX BKJIIOYCHHSIM
TOIIIO).

Jlo GyHKIiH roJOBHOTO MOJYIIO CUCTEMH 3aXHUCTY
iHpopMmarii HanexaTsb:

opraHizarisi i 3a0€3IeYCHHS MEePEeBiPOK KOPEKTHO-
cti ¢pynkuionyBanns C3I;

0JIoKyBaHHSI OE3KOHTPOJILHOTO 1 HECaHKIIIOHOBA-
HOTO JIOCTYITy 10 HOCIiB KOH(}iAeHIiiHOI iHpopMarii
a0o0 pearyBaHHS MPH TOMEPEHKEHH] PO crIpoly AOCTY-
1y,

yIpaBIliHHSA TOTOKaMU KoH(]imeHmiiHo1 iHpopma-
11,
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KOHTPOJIb 3@ BHUKOHAHHAM BHMOT IMH(PyBaHHSI
iH(hopMalii 1 ynpaBIiHHS KII09aMu Mu(pyBaHHS,

KOHTPOJIb 32 IMEPiOANIHICTIO pe3epByBaHHS iH)O-
pMamiifHuX pecypcis,;

BH3HAYCHHS CIOCOOY X 3HUINCHHS MiCIIA 3aKiH-
YeHHS TePMiHy NpHIaTHOCTI abo 3acrapiBaHHS iH(OP-
Mauii;

3a0e3neueH s HeAOCTYITHOCTI 3aC00IB yIIpaBIiHHA
JOCTYIIOM 3 OOKY KOPHCTYBadiB 3 METOIO iX 3MiHH a0o
BUMKHEHHS;

peecTpalis BCiX MPOIECiB, MO BiMOYBAIOTHCS MPU
(YHKI[IOHYBaHHI CHUCTEMH; PEECTpallisl AaHUX AJs aHa-
T3y OIHKH PiBHS Oe3meKu 00'eKTa.

Monayns OOMeXEeHHS IOCTYIy IpH3HAYCHUN BU-
KoHyBaTH (pyHKII] imeHTH(DiKAaMii, aBTeHTH]IKAII] 1 KO-
HTPOJIIO TOCTYIy KOPHCTYBadiB 1 IPOIECIB A0 CHCTEMH,
cepBepy, MEpek Ta KaHalliB 3BS3Ky; mepudepiifHux
MIPUCTPOIB, TMPOrpaM, AUCKIB Ta (ailiB-HOCIIB KOH(I-
JeHuiiHoi iHpopmanii. Buxoasun 3 mnepepaxoBaHUX
(YHKIIIH 1 3aJI€)KHO BiJl THITy CUCTEM 3aXHUCTY JI0 CKIIay
MOJyJIsl OOMEKEHHS JOCTYIy MOXXYTh BXOIUTH HACTYII-
Hi KOMIIOHEHTH:

KOHTPOJICPH, IO BiAMOBIMAIOTH IS OOMEKCHHS
JOCTYILY;

ineHTHdikaTOpu (OE3KOHTAKTHI Ta KOHTAKTHI Kap-
TH, €JICKTPOHHI KJIF0Ui, OpeTIoKHn);

Kapapizepu pi3HHX PiBHIB CKJIATHOCTI (mo iX
CKJIaIly HaJle)KaTh 1 KapApiaepu s 3UUTyBaHHS OioMe-
TPUYHUX JIAHHX);

BHKOHABUl NPHUCTPOi, 0 0OMEeXyIOTh abo Hajxa-
I0Th JOCTYII /IO PI3HUX 30H KOHTPOJBOBAHOI TEPHUTOPIl
a0o o0'exTa.

Konrponep 30epirae koau ineHTudikaTopiB 3i
CIIUCKOM TpaB JOCTYIy KOXKHOT'O 3 BJIACHUKIB 17CHTH-
¢ikaropa y BIacHi He3alekHiH mam'sati. Y BUNAIKY
BUKOPHCTAHHS MEPEKEBOTO 3B’sI3Ky, KOHTpoJiep 00'eJl-
HYETBCSl B €IMHY CHUCTEMY 3 IHIIUMH KOHTpOJEpaMu i
KOMIT'FOTEPOM ISl MOSKJIMBOCTI IIEHTPaJIi30BAHOTO KOH-
TPOJIIO 1 YIpaBIiHAA. Y TaKOMY BHIIQAKY PIiICHHS PO
HaJIaHHS JIOCTYIy MOXKE NPUHMAaTHCS K KOHTPOJIEPOM,
TaK 1 MporpaMHUM 3a0€3MEYEHHSIM T'OJIOBHOTO KOMII'FO-
Tepa.

I[Ipu  BukopucTaHHA  iHTENeKkTyanmpHuUX  IP-
KOHTPOJIEPIB € MOXIHUBICTh, KpiM (GYHKIIi KOHTPOIIO
JIOCTYIly, IHTErpyBaTH KOHTPOJIEP 3 CHCTEMaMH Bijeoc-
MTOCTEPEKECHHS, OXOPOHHOIO 1 MOXKEKHOIO CHUTHAITI3aIli-
et0. Konrponep Moxe mMatu 10o1aTkoBi IM(GPOBI BXOIH
JUTSL T IKTFOYSHHST Pi3HUX JATYHKIB, 1 TOJATKOBI CHIIOBI
BUXOJIH JUISl YIIPaBIIiHHS €JIEMEHTAMHU CUCTEMH OE3IeKH.
Ha 6a3i Taknx KOHTpoJepiB OymylOThCSI CHCTEMHU J1OC-
Tyny 3 3a00pOHOIO TOBTOPHOTO IPOXOAY, Pealli3oBy-
€TbCsl JIoTiKa poOOTH IUIIO30BMX KaOiH, 3aIUCYETHCS
BiJle0 TOJii NMPOXOAY, a TaKOX HACTPOIOIOTHCS Pi3HI
peakiii iHTerpoBaHoi cucTeMu Oe3NeKy Ha MoJii B CUC-
TeMax KOHTPOJIIO Ta KePYBaHHS JOCTYIIOM, IO BXOJSTh
1o cknagy o6’extis IC.

InentudikaTop — me meBHE iM’s, SKE JTO3BOJISE
3BEPHYTHCH 110 00'ekTa ab0 O3HAKa, fKa IIJIKOM BHU3HA-
Yyae CyTHICTb, B Hallepesl BU3HaYeHOMY HpocTopi. [nen-
TU(IKATOP, SIK YHIKAIBHUH ITapaMeTp, 103BOJISIE CY0'eK-
TOBI (KopucTyBauy abo mpoluecy, sIKMH Ji€ BiJ iMeHi
MIEBHOT'0 KOPHCTYBAy4a) NOBIJOMHTH CBOE iM'sl 1 TOBUHEH

3aBXKIU MATH CTaJli XapaKTEPUCTHKH, a caMe: po3risija-
THUCS SIK HETOIiJIbHA (aToMapHa) HOMiHATHBHA OJTUHUIIS,
BKa3yBaTH TUTBKH Ha ONHY CYTHICTB; MOXeE iCHYBaTH
JWIIIE B OAHOMY aJIpeCHOMY IIPOCTOPi.

B sKOCTI KOMIOHEHTIB, IO BXOJAATH J0 MOZYIIO
0oOMEXeHHsI OCTYITy MOXKHA OJATH MEpeKeBi CEHCO-
pH, SIKi IMPU3HAYEHI JUIs CIOCTEPIraHHs 3a MEPEkEBOIO
AKTHMBHICTIO 1 30MpatoTh iH(pOpMaIiio mpo moxuii Oe3smne-
KH, 5IKI BigOyBaloTbesi B Mepexi. OOMEKeHHS JOCTyIy
JI0 pecypciB CHCTEMHU B IIEBHI IHTEpBAIM 4acy 4acTo
3ycTpidaeThcss B 1HQOKOMYHIKaIHHUX Mepexkax, KOJIH
MDXK KOPHCTYBaueM i cepBepoM (abo rpyroro cepBepiB)
3HAXOAMUTHCS CHCTeMa 3axucTy iHpopmarii (abo ii ama-
paTHa JacTHHA — cynepBizop). BoHa i Bu3Hauae po3mipu
TUMYaCOBHX IHTEPBAJIB, NMPOTATOM SKHX KOPHCTyBad
Mae J0CTyI A0 pecypciB. 3 (PyHKIIOHAIBHOTO MOTILITY
BOHHU € MAKETHHUMHU aHAJII3aTOpPaMH, SIKi IEKOIYIOTh Ia-
KETH 3 MEpEeKeBOro Tpadiky, 3MiHCHIOIOTh HOMEPEIHIO
¢inpTpanio A0 MPOTOKOJIB 1 MepefalTh OTPUMaHi Ma-
KEeTH JCTCKTOPY I MOAANbIIOro aHamizy. IlakeTHi
aHaI3aTOPH TOAUIAIOTHCS Ha JiBA OCHOBHHMX THIIH, a
came: cucremHi (host-sensors) i mepexesi (network-
sensors) ceHcopu. HOSt-sensors 3miiicHIOITh MOHITO-
PHHT CTaHy cucTeMH, Network-Sensors nociiKyrTh
30BHIIIHI BIUTUBU Ha Hel.

Mogenb 0OMeKeHHS TOCTYITy, pearyioud Ha CIpo-
0¥ HEeCaHKI[IOHOBAHWX Mii, IOBUHHA BUKOHATH OIHY 3
TIPOIIETyp, 3AJICKHO BiJ] 3aCO0IB Ta METOMAIB BTPyJaHHS:
TepepUBaHHs OOpOOKH NaHMX, SIKI 3aXUINAIOTHCS; 3HU-
ureHHs iHdopMariii, ska MOXe CTaTH JAOCTYIHOI BHa-
CJIIZIOK BUSIBJIICHUX HECAHKIIOHOBAHUX BIUIMBIB, TEpMi-
HOBE TIOBIJJOMJICHHS PO HEOE3MeuHy CHTYaIlilo, IO
cKJanacsi, ciyxOHu, sika BiANOBiJae 3a craH iH(opMma-
LIAHOT O€3MeKH; BKMBAHHSA 3aXOMiB JUIS BUSBIICHHS
MOPYIIHUKA a00/Ta yCYHEHHS HeOe3MmeKH.

Monynb, KW MpU3HAYCHUN U1 KpunTorpadid-
HOTO 3aXHCTy, 3a0e3ledye IUTCHICTE 1 KOHQIACHITIH-
HICTh 30epekeHoi iHopMarii Ha Pi3HOTO BUAY HOCIAX
Ta iHopMarii, ska Moxke OyTH TepemaHa IO KaHAIax
3B'SI3KY; 3a0e3ledYeHHsT aBTeHTH(DiKamii kepena JaHuX
Ta TPUXOBYBAaHHS 3MicTy KOHQIACHIIHHUX ITOBIIOM-
JICHB.

Cepen MOXJIMBHX MOJIYJIIB, IO BXOASTH IO CKJa-
ny C3I, wmonmyms 3a0e3ledyeHHs IUTICHOCTI €
000B’SI3KOBUM Ta OJJHUM 3 HalBakmuBimmx. Jlo ckimamy
Horo ¢yHKIIH MOXYTh BXOAWTH 3acO0M 1 METOAM UIS
3a0e3nedeHHsT aJMiHICTpyBaHHS 3aXUCTy iH(pOpMAi;
BimHOBIeHHs C3I mpu MoximBHX 3005X; HepioguyHe
TecTyBaHHS (QYHKIIH CHCTEMH 3aXHCTy NEpPCOHAIBHUX
JIaHUX. 3arpo3u NOPYLIEHHS LiJTICHOCTI iICHYIOTb Ha BCiX
piBHAX iH(pOpMAaIiitHOT cHCTEeMM: 3arpo3u IiJIICHOCTI
(mocroBipHOCTi) iH(MOpManii abo Hocis iHdopmanii
(3HmmeHHs Hocig 1 iHGopMarii, mo 30epiraeTscs Ha
HBOMY); 3arpo3d ITICHOCTI MPOTPAMHOTO CEPEeIOBHIIA
Ta amapaTHOi KoHirypamii iHpopmamiifHOI cucTeMu;
3arpo3u IUTICHOCTI MPUMIIIIEHHS, 10 Tijusrae, Oy miBIi,
TIPUJIETIIOT TePUTOPIi 1 T.1I.

Moaynb peectparii Ta 00JIiKy BHKOPHCTOBYIOUH
3aco0u peectpauii Ta 00diKy IHoAil/pecypciB i3 3a3Ha-
YEeHHsIM 4acy Ta y4YacHHKa IOJil, BimoBizae 3a 30ip
JAHWUX TIPO MOJii, 0 BinOyBarOThcs B iHPOpMAIIHHINA
cucreMi, (DIKCyBaHHS JlaTH Ta 4acy APYKYBaHHS JIOKY-
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Ynpaeniuns 6 cknaonux cucmemax

MEHTY Ta KiJIBKOCTI HOTO JPYKOBaHUX KOIiH; KOHTPOIb
Ta Qikcarnis iHGopmarii po nepenady TaHUX Y BUTISIL
makeTiB abo MOBiTOMIICHB IO JiHIAX 1 KaHAIax 3B'SA3KY.
Peectpamist Moke 3IiHCHIOBATHCH 32 JOMOMOTOIO 3aCO-
6iB pygHOro ab0 aBTOMAaTHYHOTO BEJCHHA XyPHAIY i
(hopMyBaHHS iICYMKOBHX 3BiTiB pOOOTH KOPHUCTYBadiB
Ta 00NajHaHHA 32 OOpaHUMHM IapameTpam, sIKi MOBHHHI
OyTu momnepenHbo 3apeectpoBaHi. JlaHuii MoIyb HEOO-
XIMHU# A7 BUSBICHHS, 3alKACy Ta aHAJI3y TOIH, mMo-
B's3aHUX 13 3a0e3neucHHsAM Oe3neku iHpopMarii, He
JMBJISTYUCH HA Te, 10 Oe3IMocepeHbO ISl 3aro0iraHHs
MOPYIICHHAM Oe€3MeKu [eil MOJyJb He BHKOPUCTOBY-
€TBCHL.

BenenHs peectpamifiHUX JKypHaNliB (TIPOTOKONIB)
CHCTeMH 3axXUCTy MoJsirae (y BHMAAKy aBTOMATHIHOTO
BEJICHH) B peecTpauii chewialbHUMH NPOTrpaMHUMH
3acobamu Takoi iHpopMarIii:

Yyac aKTHBAlii Ta JCaKTUBALIl CHCTEMH 3aXHCTY
pecypci aktuBHOi OC;

iHpopMalis mpo Oynb-ske HamaraHHs abo Braji
crpo6u Bxoay B OC;

XapakKTep, Yac Ta pe3yJbTaTH pearyBaHHs CUCTEMHU
3aXHCTy Ha CUTHAJIU TPO HaMaraHHs 3I1HCHUTH HECaH-
KIIOHOBaHI Hii;

BIJOMOCTiI TPO MOYATOK Ta 3aKiHYCHHS CEaHCIB
poOoTH KOpHCTYBaUiB;

iH(pOpMais mpo BCi 3aUTH HA JOCTYII 0 pecyp-
CIB Ta JJaHMX, SIKI 3aXUIIAI0THC;

BIJOMOCTI TIPO 3aTPUMKYy Ta BiAMOBH y pOOOTI
MIpOrpaMHO-anapaTHUX 3ac00IB 1 Pe3y/IbTaTH pereHepa-
i,

iHdopMarlis, sika TOB’s3aHa 3 3aIlyCKOM Ta 3aKiH-
YEeHHsIM POOOTH mporpam, 3 BIAKPUTTSIM, 3MIHOIO Ta
3aKpUTTSIM (ailsIiB TOIIO).

[Tpu BUKOHAHHI MPOMIXKHOTO KOHTPOJIIO 338 KOPEK-
THUM (YHKIIOHYBAaHHSIM CHCTEMH 3aXHCTy iHQopmarii
MAaIOTh BiIOYBaTHCh MEPEBIPKU:

armapaTHUX 3aco0iB — 3a JIOMOMOTOK TECTOBHX
nporpam;

MPOTPaMHUX 3ac00iB — IepeBipKa Ha MiTICHICT Ta
3a IHIIUMU 1IeHTHDIKYIOUHNMA 03HAKAMU;

¢Gi3nyHEX 0OCI0 — 3a JOMOMOIrOI0 OpraHi3amiiHuX
3aXO0/IiB;

0a3a J]aHUX ETAJOHHHUX Ta 3pa3KOBUX MapaMeTpiB
a0o naHuX, 1Mo 3a0e3redye CBOEYacHy BHIAYy €TajoH-
HHUX JQaHUX Y BHIQIKY, SIKIIO JOCTYI JO HHUX 3[iiCHIO-
€THCS IHIIMMH KOMIIOHEHTAMH CHCTEMH 3aXHCTY,

peecTpaniiHuX XypHaJliB — Ha IUTICHICTH Ta 3a-
XMIIEHICTh 3TiIHO 3 BCTAHOBJICHUMH IPaBHJIaMH Ta HO-
pMamu;

iHpopMmaris, sSKa 3aXUIIAETbCS, — MPOrPaMHO Ha
HUTICHICTh Ta 3aXHUIINEHICTB;

oprasizaniifHi 3aco0M — HPOBOIHUTHCSA CHIBPOOIT-
HUKaMH CIIY>K0 3aXHUCTY.

Bci i Momyni AOIIIBHO BUKOPUCTATH B SIKOCTI
000B’A3KOBHX CKJIQJIOBUX CUCTEMH 3aXUCTY iH(popMmaIlii,
ajyie CIiJ 3a3HAYMTH, [0 TepeBaKHA OUIBIIICTEL MOTPO3
iHpopMaiiHIH CcHUCTEMI MOXYTh OyTH peanizoBaHi

TITPKKA B TIponieci (hYHKIIOHYBaHHS OOYHCITIOBAIBHHX
CHCTEMH.

BucHoBKM

[Hdpopmaniss € OCHOBHOIO CKIIAZOBOKO iH(popMa-
OifHIX CHCTEM PI3HOTO MPU3HAYEHHS, B IEPITy Yepry
ABTOMATH30BAaHUX CHCTEM YIIPABIIHHSI, SIKI MAlOTh MO-
JKIIABICTh IIHPOKOTO 3aCTOCYBaHHS 3aco0iB 009HCITIO-
BaJIbHOI TeXHiKH, nepudepiiHUX NPUCTPOiB Ta 3aco0iB
iHQOKOMYHIKAIIHHUX MEPEX.

B inpopmaniiiHux cucTeMax aBTOMAaTH30BaHHX
CHCTEM YIPaBJIiHHS OyIb-KOTr0 NMpPU3HAYEHHS: B cde-
pax Jep>KaBHOTO YIpPaBiiHHS, BiCbKOBOI cdepu, GaH-
KIiBCBKOI JISUTBHOCTI, YIIPaBJIiHHS TPAHCIIOPTHUMH 3acO-
06aMu TOIIO, MOCTIIHO 3pocTae oOcAT Ta MIHHICTH CTpa-
TETiYHO1 Ta KOH(]iAeHIiHOI iH(popMaIllii, sKa BUKOpHUC-
TOBYETBCS 1 TIEPENAETHCA 1O IHPOKOMYHIKAIHHIX Me-
pekax, TOMY BEIHMKE 3HA4EHHS MAalOTh IMIBHAKICTH Ta
iHpopManiiiHa HaNiHHICTD TMepenavi JaHUX, SKi BH3Ha-
YaroTh e(PEKTUBHICTH iHPOPMALIHHUX CHCTEM.

Paszom 3 TuM 3pocTae KiIbKicTh iH(pOpMaIii 3 00-
MEKEHUM JIOCTYIIOM, OCKUIBKH Y Cy4aCHOMY CYCIIiJIbCT-
Bi iH(oOpMalis HaOyBa€ HOBOTO CTAaTyCy. € TapaHTOM
YCIIIIHOI JisUIBHOCTI OpraHizanii, abo BHKOPHUCTOBY-
€ThCs sK 3aci0 iH(opManiiHOT BIHHH, TOMY aKTyaJIbHOIO
MpoOIEMOI0 € CTBOPEHHSI METOOJIOTI1, KOHIEMIIIT 3aXu-
cTy iH(opMarii B iHpopMamiHHUX cHcTeMax, ii OOIiK,
00poOka 1 30epiraHHsS Ta BIPOBAKCHHS EICMCHTIB
apxXITeKTypH CHCTeM 3axHcCTy iH(popMmarii B 3araibHy
iHpOpMaLilfHy CHCTEMY B SKOCTi 000B’sS3KOBOT CKJIaI0-
BOI.

losioBHUIT MOIyJIb CHCTEMH 3axXHUCTy iH(popMarii
Mae 3a0es3rnedyBaTu Oe3lepepBHE YIPaBIiHHS IiIIO-
PSIKOBAaHUMHU HOMY MOAYJISIMH O€310CepeIHbOTO 3aXHU-
CTy 00’€KTiB Ta (YHKIIH, PO3NOAIICHUX IO BCIX CTPYK-
TypHuX KommoHeHTax IC, moB's3aHux i3 30epiraHHsM,
00poOKko0 Ta mepenadero iHdopmauii CTPYKTYpHHUM
eJIEMEHTaM 00YHCITIOBAIBHOI MEPEKi, IEHTPaM 3B'SI3KY 1
KOMYTaIlil, CXOBHIIaM iH(QOpMAIiifHUX HOCIIB Ta iHII.
BesmepepBHicTh ympaBimiHHS HeoOXimHa it Oesmepe-
O1IfHOTO 3aXHCTY BCiX €NIEMEHTIB cucTeMu. BiH Mae Oy-
TH HaTiHUM 1 mistu Oe3mepeliiiHo, SK B aKTHBHOMY,
Tak i B macuBHoMY ctaHi IC.

3HAYHOTO MiABUIICHHS Oe3neku Oyab-sikoro 00'e-
KTa MOXHa JIOCSATTH IUISIXOM 0araTopiBHEBOI Ta Oararto-
KOMITOHEHTHO1 MOOYJIOBH CHUCTEMH 3aXHCTy. B 1bomy
BHITIA/IKY peamizamnis Oyab-gKoi 3arpo3u 3MOXKe BIUIMBA-
TH Ha O0'€KT, KW 3aXHINAETHCS, TUTBKU y pa3i Mmojo-
JaHHS BCIX BCTAHOBJIEHMX PIBHIB 3aXHCTY, IIPHU LOMY
BPaxOBYETHCS BCSI CYKYITHICTh BUMOT JIO 3aXHCTY 1 YHH-
HUKIB, SIKI BIUIMBAIOTH Ha 3axucT. Lle no3Bomuts 3abe3-
MeyuTn HeoOXinHy Oesmneky iHdopmanii i npouecy ii
00pOoOKY B OOYHCITFOBAIBHIX CHCTEMAX.

Bupinryroun 3amauy 3axucty iHdopmanii, He0O-
X1THO BpaxOBYBAaTH, 1[0 B 3arajibHOMY BHUIAJKy 3aXUCT
MOJISAITAa€ HE TIABKU B MPOTHAIl BUKPAACHHIO KOH(]iIEH-
miHOo1 iHpopMarlii, ajie i B 3abe3neueHHi ii JOCTYITHOCTI
1 iTiCHOCTI.
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AHaJM3 CTPYKTYPBI CHCTEMbI 3aIMTHI HH(pOpMaMn
JL.H. dertspesa, M.B. Mupomraukosa, C.B. Bonomko

B crarbe BBIMONHEH aHAIN3 PHOPUTETHBIX JIEMEHTOB apXUTEKTYPHI CHCTEMBI 3aIIUTHl HHGOPMAIMH ¢ mo3uuu dddek-
TUBHOCTH ee paboTsl. CHcTeMa BKIIIOUaeT B ce0sl MOIYIH U PETUCTPaIiy, ydeTa U OTpaHUIeHHUS JOCTyIa Ha 0a3e yTBep KIeH-
HBIX HOPM M TpaBwII, mH(poBaHie HHOPMaNUH, TIepeaaBaeMoil HiIM COXpaHIeMOH, pe3epBIpOBaHNe NH()OPMAIIMOHHEIX pecyp-
coB 1 obecredeHns 1erocTHOCTH. [IpoaHamn3npoBaHbl OCHOBHBIE KOMIIOHEHTHI 00ecTedeH s nH(OopMaIOHHOH 6e30macHoCTH,
OCYIIECTBIISIIOIINE KOHTPONb 3(GOEKTHBHOCTH MPOBOAUMBIX MEPOIPHATHH M Mep, MPUHUMAEMbIX IO 3alure WHGOPMAIUHU C
UCIIOJIB30BaHUEM TEXHHUECKHX CPelCTB. Bee 3T Moaynu menecooOpa3HO HCIONIb30BaTh Kak 00s3aTeNbHbIE KOMIIOHEHTBI CHC-
TEMBI 3aIIUThl HHYOPMAIMH, XOTs HOAABIsIONIee OOJIBIIMHCTBO YIPo3 ATl HHOOPMAIIMOHHOH CHCTEMBI MOXKET OBITh pealn30Ba-
HO TOJIBKO ITPU pabOTe BHIYUCINTEIbHOM cucTeMbl. CrcTemMa HHPOPMAMOHHON 0€30IIaCHOCTH SIBIISIETCS CTPYKTYPHOH enuHUIeH
UH(OPMAIMOHHOM CHCTEMBI; 9TO CTPYKTYpHas, PYHKIHMOHATIbHAS U OPraHU3al[MOHHAsT COCTABIISIONIAs, BOCIPOU3BOUT aPXHUTEK-
Typy 3alUIIEHHON CHCTeMBbl. HepephIBHOCT KOHTPOIISI HE0OXOAMMa JUTsl HOCTOSIHHOM 3aIINTHI BCEX 3JIEMEHTOB cHCTeMbl. OHa
JoJDKHA OBITH HaJeXKHOW M paboTaTh Kak B aKTHBHOM, TaK M B TACCHBHOM COCTOSIHHH HH()OPMAIMOHHO cucteMsl. [loBbImenue
0e30macHOCTH JIF000r0 00BEKTa MOXKET OBITh JOCTHUTHYTO C MOMOIIBI0 MHOTOYPOBHEBOIH M MHOTOKOMITOHEHTHOH KOHCTPYKIIUH
CHCTEMBI 3alIUTEL. B 3TOM ciydae peanmzaryst 110001 yrpo3sl CMOXKET BIHATh Ha OXpaHAEMbIH 00BEKT, TOIBKO €CIIH BCE yCTa-
HOBJICHHBIE YPOBHH 3alllUThI OYAYT MPEOJONICHBI, C YYETOM BCEro KOMIUIEKCAa TpeOOBaHUH 3alUThl U (HaKTOPOB, BIUSIOMINX HA
3aLIUTY.

KnwueBsie caoBa: I/IH(i)OpMaHI/IOHHaSI 6630HaCHOCTL, CUCTCMa 3alllUThI HH(i)OpMaI_II/II/I, I/IH(i)OpMaHI/IOHHI)Ie Yrpossbl, HE-
CaHKHHOHHpOBaHHLIﬁ JAOCTYII, OIITUMHU3ALINA apXUTCKTYPbI, KOHTPOJIb JOCTYIIA.

Analysis of the structure of the information security system
Degtyareva L., Miroshnykova M., VVoloshko S.




Cucmemu ynpaegninus, nagizauii ma 36'a3Ky

The article analyzes the priority elements of the information protection system architecture from the standpoint of the effec-
tiveness of its work. The system includes modules for registering, recording and restricting access based on approved norms and
rules, encrypting information transmitted or stored, reserving information resources and ensuring integrity. Analyzed the main
components of information security, monitoring the effectiveness of measures taken and measures taken to protect information
using technical means. It is advisable to use all these modules as mandatory components of an information protection system,
although the vast majority of threats to an information system can be implemented only during the operation of a computing sys-
tem. The information security system is a structural unit of an information system; therefore, it is a structural, functional and
organizational component that reproduces the architecture of the protected system. Continuity of control is necessary for the con-
tinuous protection of all elements of the system. It must be reliable and operate smoothly, both in the active and in the passive
state of the information system. Enhance the security of any object can be achieved through a multi-level and multi-component
construction of the protection system. In this case, the implementation of any threat will be able to influence the protected object
only if all established protection levels are overcome, taking into account the entire set of protection requirements and factors
affecting protection.

Keywords: information security, information protection system, information threats, unauthorized access, architecture
optimization, access control.




